ICDF2C 2017, Prague, Oct 9 - 11, 2017

Monday, October 9, 2017

9:00 Registration
9:30 Keynote no. 1: Joshua I. James (KR)
10:30 Coffee break
11:00 Session: Malware & Botnet
Jia Xiaoqi, et al.: FindEvasion: An Effective Environment-sensitive Malware Detection System for the Cloud
Peter Kieseberg, et al.: Real-time Forensics through Endpoint Visibility
J. MacRae, V. Franqueira: On Locky, Al Capone and Brexit
12:30 Lunch Break
14:00 Session: Deanonymization
N. Rowe: Finding and Rating Personal Names on Drives for Forensic Needs
E. Dominik et. al: A Web-Based Mouse Dynamics Visualization Tool for User Attribution in Digital Forensic Readiness
15:00 Coffee break
15:30 Session: Digital Forensics Tools |
Thomas E., et al.: Open Source Forensics for a Multi-platform Drone System
Ming Xu, et al.: A novel File Carving Algorithm for EVTX Logs
K. Barmpatsalou: Fuzzy System-based Suspicious Pattern Detection in Mobile Forensic Evidence
16:30 Sightseeing Walk in Prague (optional)
Tuesday, October 10, 2017
9:00 Keynote no. 2: Felix Freiling (DE)
10:00 Coffee break
10:30 Session: Cyber Crime Investigation and Digital Forensics Triage
A. Igbal, et al.: Digital Forensic Readiness in Critical Infrastructures: A case of substation automation in the power sector
Jianguo Jiang, et al.: A Visualization Scheme for Network Forensics based on Attribute Oriented Induction based Frequent Item Mining and Hyper Graph
D. Lillis, et al.: Expediting MRSH-v2 Approximate Matching with Hierarchical Bloom Filter Trees
L. Liebler and H. Baier: Approxis: a fast, robust, lightweight and approximate Disassembler considered in the field of memory forensics
12:30 Lunch Break
14:00 Session: Digital Forensics Tools Testing and Validation
Ch. Leopard, et al.: Memory Forensics and the Macintosh OS X Operating System
Pu Ren, et al.: Sketch-based Modeling and Immersive Display Techniques for Indoor Crime Scene Presentation
B. Knieriem, et al.: Why Are Developers Still Using Default Passwords?
15:30 Coffee break
16:00 Bitcoin Tutorial (Neutrino, CH)
18:00 Gala Dinner at restaurant Bellavista, Strahovské nadvofi 132/1, 118 00 Praha 1
Wednesday, October 11, 2017
9:00 Keynote no. 3: Domingo Montanaro and Cyllas Ellia (BR)
10:00 Coffee break
10:30 Network Forensics Tutorial (Flowmon Networks, CZ)
11:30 Session: Hacking
M. Vondracek, et al.: Automation of MitM Attack on Wi-Fi Networks
Wu Xin, et al.: SeEagle: Semantic-Enhanced Anomaly Detection for Securing Eagle
Irvin Homem: Coriander: A Toolset for Generating Realistic Android Digital Evidence Datasets
12:30 Lunch Break
14:00 GRR Workshop
16:00 Visiting Prague's Castle (optional)




